IMamsiTia 1151 00y UaroMXcst 00 HHGOPMALMOHHOM (0e30IIACHOCTH J1eTel

HNudopmaipionHast naMsiTka 11t 00y4aronmxcst

C Ka)XIbIM TOJIOM MOJIO/IEKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJIBHUKH OJHU U3 CAMBIX aKTUBHBIX
nonbs3oBarened Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEM, UHTEPHET HECET U
npo0iieMbl. DTa namsATKa JOJHKHA TOMOYb TeOe 6€301acHO HaXOUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnboTepHblii BUPYC - 3TO pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOTPAMM, OTIIMYUTEIBHON 0COOCHHOCTHIO
KOTOPOH SIBJII€TCSI CIOCOOHOCTB K Pa3MHOXKEHUIO. B 101osIHeHNe K 3TOMY, BUPYChI MOT'YT ITOBPEAUTDH WU
MOJTHOCTBIO YHHUTOXHTD BCe (PaiiiIbl ¥ JaHHBIE, TOJKOHTPOJIBHBIE MOJIb30BATENI0, OT UMEHH KOTOPOro Oblia
3alylieHa 3apakEHHas IporpaMMa, a TakXke MOBPEAUTh WU J1aXKe YHUUYTOXKUTh OIEPALMOHHYIO CUCTEMY CO
BceMU (paiiiamu B 11e7IOM. B GobIIMHCTBE CilydaeB pacIpOCTPaHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToabl 3alIIUThHI OT BPEIOHOCHBIX MPOrpaMM.

1. Wcnonp3yil cOBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIM YPOBEHD 3aLIUTHI OT
BPEOHOCHBIX IIPOIPaMM;

2. IlocTossHHO ycTaHaBiuBai mauyTH (LUQPOBbBIE 3aIIATKH, KOTOPbIE ABTOMAaTUYECKH YCTAHABJIMBAIOTCS C
LEJIbI0 TOPAOTKH MPOTPaMMBbI) U Ipyrue 0OHOBIICHUSI CBOCH OmnepalimoHHON cucTeMbl. CKaunBail MX TOJIBKO
¢ opunmanpHoro caira pazpadorurka OC. Ecnu cyiiecTByeT pexxuM aBTOMaTHYECKOT0 OOHOBIICHMS,
BKJIFOYH €T0;

3. Pabotaii Ha cBoeM KOMIIbIOTEpE MO/ [IPaBaMU MOJIb30BATENIA, @ HE aIMUHUCTPATOpa. DTO HE MO3BOJIUT
OO0JIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTAUINPOBATHCS HA TBOEM [IEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE IPOIPAMMHBIE ITPOJYKTHI U3BECTHBIX IPOU3BOAUTENEH, C AaBTOMAaTHUECKUM
oOHoOBIIEHHNEM 0a3;

5. Orpannub GpU3HUECKUI JOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIULI;

6. Mcnonp3yit BHEITHHE HOCUTENN HH(POpMAIUK, TaKue Kak (Iiemka, JMCK Win ¢Gailsl 13 MHTEepHeTa,
TOJILKO U3 MPO(GEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (AiiIIb, TOIyUYECHHBIE U3 HEHAIEKHBIX UCTOYHUKOB. Jlake Te (aiiibl,
KOTOpBbIE ITpHCiall TBOM 3HaKOMBbIH. Jlydliie yTouHu y Hero, OTIPABIISIL JIM OH TeOe UX.

Ceru WI-FI

Wi-Fi - 370 He BHJ NIepeayun JaHHBIX, HE TEXHOJOTHSI, a BCEro JIUIIh Open, Mapka. Emie B 1991 roay
HUJIepiaH/IcKas KoMnanus 3aperucrpupoaia opens « WECA», uto o6o3Hauano cioBocoyeranue «Wireless
Fidelity», koTOpbIii EPEBOAUTCS KaK «OECIPOBOIHAS TOUHOCTbY.

Jlo Ha1iero BpeMeHH Jo1iia apyras abopeBuarypa, KoTopas sBIsieTcs TaKOH K€ TeXHOJIOrHe. I1o
ab6peBuatypa «Wi-Fi». Takoe Ha3BaHMe ObUIO JaHO C HAMEKOM Ha CTaH/AAPT BBICHINM 3BYKOBOW T€XHUKU
Hi-Fi, uTo B mepeBo/ie 03HAYaeT «BHICOKASI TOYHOCTHY.

Jla, 6ecrulaTHBI MHTEPHET-IOCTYI B Kade, OTeNAX U a3poIopTax sBISIETCS OTIIMYHON BO3ZMOKHOCTBIO
BbIX0/1a B HHTepHET. Ho MHOTHE 3KCIepThl cCUnTatoT, yTo obenoctynHbie WiFi cetn He sBistoTCS
0€30IMaCHBIMH.

CoBetsl 0 6e30nacHOCTH padoTe B 001men0cTYNHBIX ceTax Wi-fi

1. He nepenaBaii cBoto JHUHYI0 HHpOpManuio yepe3 obmenoctynusie Wi-Fi cetu. Paboras B HuX,
KenaTeJIbHO He BBOAMTH MApOJIH JIOCTYIIA, IOTHHBI M KaKHe-TO HOMEpa;

2. Wcnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE TPOrpaMMbl B Opanamayep. TeM caMbIM Thl 00e30TacuIIb ceost
OT 3aKa4yKH BHpYCa Ha TBOE YCTPOICTBO;

3. Ipu ucronb3oBarnu Wi-Fi otkmoun Gyrakmuro «O0muid 10cTym K (aiimam u nmpuHTepam». Jlanaas
(GyHKLMS 3aKpbITa 10 YMOJTYAHHUIO, OJIHAKO HEKOTOPBIE MOJIb30BATENN AKTUBUPYIOT €€ AJisl y00CcTBa
HCIIOJIH30BaHUS B paboTe Win yueoe;




4. He ucnonb3yii nyonuunbsiii WI-FI aisa nepegaun muyHbIX JaHHBIX, HATPUMED TS BBIXOA B
COILIMATIbHBIC CETH WITU B DJIEKTPOHHYIO TIOYTY;

5. Unonw3y# Tonbko 3anumiendoe coeauaenue uepes HTTPS, a ue HTTP, T1.e. npu Habope Be6-anpeca
BBOJIM UMEHHO «https://»;

6. B moOunsHOM Tenedone otkimoun Gynkiuio «lloakmouenue k Wi-Fi aBromatnueckn». He momyckaii
aBTOMATHYECKOTO MOJKIIOUYEHHs YCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CoumnajnHble ceTH

CornuasibHble CeTH aKTUBHO BXOJST B HAIIy )KM3Hb, MHOTHE JIIOAM pabOTAIOT U KUBYT TaM IOCTOSIHHO, a B
Facebook yxe 3apeructpupoBan MIJITHAP]] YETOBEK, YTO SBISETCS OJHON CEABMON BCEX JKUTEJICH TUTAHETHI.
MHorue nosjbp30BaTeNld HE IOHUMAIOT, YTO MH(OpMaLKs, pa3MEIIeHHas UMU B COLIUATIbHBIX CETAX, MOXKET
OBITH Haﬁ;[eHa H HUCII0JIb30BaHa KEM YroaHo, B TOM YUCJIC HC 065133T€HBHO C 6J1aI‘I/IMI/I HaMCPCHUAMU.

OcHoBHbBIE COBETHI 0 0€30MMACHOCTH B COIMAJIbHBIX CETHAX:

1. Orpannyb cUCOK Apy3ei. Y TeOst B Apy3bsaX HE TOJDKHO OBITH CIyYailHBIX U HE3HAKOMBIX JIIOACH;

2. 3amuinaii CBOIO YacTHYIO Ku3Hb. He yka3piBail mapoiu, TeneoHsbl, aapeca, AaTy TBOETO POXKICHUS U
JPYTYIo JUYHYIO0 HH(OPMALHIO. 3I0YMBIIIJIEHHUKH MOTYT MCII0JIb30BaTh Jake MHPOPMALIUIO O TOM, KaK Thl
Y TBOU POJUTEIN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3ammiaii cBOrO pemyTalmIo - IEpPKU €€ B YUCTOTE U 3a]aBail cebe BOmpoc: X0Tell Obl Thl, YTOOBI Jpyrue
II0JIb30BATENM BUJIENH, YTO Thl 3arpyxaems? [logymail, mpexae yeM 4To-To onyOJuKoBaTh, HAKUCATh U
3arpy3HuTh;

4. Ecnu Thl TOBOPHUILID C JIFOABMH, KOTOPBIX HE 3HAEIlb, HE UCIIOJIb3YH CBOE pEaIbHOE UM U JIPYTYIO
JUYHYIO HHPOPMALIUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U NIPOYEe;

5. U3sberaii pazmenicaus pororpaduit B IHTEpHETE, T/Ie THI N300paXKEH Ha MECTHOCTH, 110 KOTOPOU
MO3KHO OIIPENIEIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu perucrpanuu B COIMAIBHON ceTH HEOOXOIMMO HCITOIB30BATh CIOKHBIE MTAPOJIH, COCTOSIINE U3
OyKB U IIM(]p U ¢ KOJTUYECTBOM 3HAKOB HE MEHEe §;

7. JIJis COMANIbHOM CETH, MOYTHI M IPYTHX CAaHTOB HEOOXOIMMO HCITOJIB30BATh Pa3HbIC Mapoiu. Toraa
eciu Te0s1 B3JI0MArOT, TO 3JI0YMBIIIJIEHHUKH NOJIYYaT AOCTYI TOJIBKO K OJJHOMY MECTY, @ HE BO BCE Cpasy.

DJIeKTPOHHBIE IeHbI U

DJIEeKTPOHHbBIE IeHbI'M — 3TO 0Y€Hb yJI0OHBIN crocol miarexei, 01HaKO CYIIECTBYIOT MOIIEHHUKH,
KOTOpBIE XOTAT NOJYYUTh 3TH JCHBIU.

BHCKTpOHHI)IG JACHBI'U MMOABHUIINCH COBCEM HEAABHO U UMCHHO M3-3a 3TOI'0 BO MHOTUX IroCyaapCTBax 10 CUX
IMOp HC MPOIKUCAHO TPO HUX B 3aKOHAX.

B Poccuu xxe oHn (I)YHKI_[I/IOHI/Ipy}OT " O HUX YK€ IIPOIMMMUCAHO B 3aKOHEC, I'IC UX Pa3ACIIA0T Ha HECKOJIBKO
BHUJIOB - aHOHUMHBIC U HE aHOHHMHBIC. Pa3Huiia B TOM, YTO aHOHUMHBIC - 3TO TC, B KOTOPLIX pa3pClIacTCsa
IMPOBOAUTH OII€pallun 0e3 I/I,Z[GHTI/I(l)I/IKaI_II/II/I IIOJIB30BAaTCJIsA, @ B HCAHOHUMHBIX I/IJICHTI/I(I)I/IKaLII/II/I
IOJIE30BaTENIs ABIISICTCS 00SI3aTEILHOM.

Taxoke crnenyer pa3nuyarh JIEKTPOHHbBIE (pUaTHBIE IeHbIU (paBHBI TOCYAAPCTBEHHBIM BaIIOTaM) U
3JIEKTPOHHbIE HE(UATHBIE I€HbIU (HE PaBHBI TOCYJaPCTBEHHBIM BAJIIOTAM).

OcHoBHbIE coBeThI 10 0e30nacHOil padoTe ¢ 3JIEKTPOHHBIMHU J1eHbIAMH

1. IMpuBsoku K cueTy MOOMIBHBIN TenedoH. ITo camblil y10OHBIN U OBICTPBIN CIOCOO BOCCTAHOBUTH
JOCTyT K cueTy. [IpuBsizaHHbBIN TenedOH MOMOXKET, €Cli 3a0y/IeIIb CBOU TIIATEKHBIN MTapOJIb UITH 3l IeITh
Ha CalT C HE3HAKOMOI'0 YCTPOUCTBA;

2. Wcnome3yi ogHOpa3oBkie mapoiu. [Tociie mepexoia Ha YCHIICHHYIO aBTOpHU3aIHio Tede yxxe He OyieT
yIpOXkKaTh ONACHOCTh KPaXKH MJIU MepexBaTa IJIaTeKHOrO MMapoJls;

3. BeiOepu croxHbIi Tapois. [IpectyrmHnkamM OyneT He IPOCTO yrajaaTh CIOXKHBIN maposb. HanexxHbie
[apoJid — 3TO MapOJIU, KOTOPBIE CO/IEPKAT HE MEHee 8 3HAKOB M BKIJIIOYAIOT B ¢€0sl CTPOUHBIE U MPOIMCHBIE




OyKBBI, NPl 1 HECKOIBKO CHMBOJIOB, TAKME KaK 3HAK J0JUIapa, PyHTa, BOCKIUIATEIFHBIN 3HAK H T.1I.
Hampumep, StROng!;;
4. He BBOJM CBOM JIMYHBIC TaHHBIC HA CaiiTaX, KOTOPHIM HE JOBEPSCIIb.

DJIeKTPOHHAA MOYTA

JIEKTPOHHAS! MOYTA — ITO TEXHOJIOTHSI U IIPEIOCTABIIIEMBIE €10 YCIIYTH 10 IIEPECHUIKE U TIOTYUYEHUIO
AMEKTPOHHBIX COOOILIECHHI, KOTOPBIE PaCcTIPEAEISIOTCA B KOMIIbIOTEPHOU ceTH. OOBIYHO AJIEKTPOHHBIN
MOYTOBBIN SAIMIMK BBITJISIUT CISAYIOIIUM 00pa3oM: UMS_TOJIb30BaTeNsi(@ums_1oMeHa. Taxoke Kpome
nepesavyy MpocToro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeiaBaTh (haiibl.

OcHoBHbIE cOBeThI 10 0e30nacHoil padoTe ¢ JIEKTPOHHOH MOYTOM:

1. Hano BbIOpaTh NpaBUIIbHBIN OYTOBBIN cepBUC. B MHTEpHETE eCTh OrPOMHBIN BBIOOP OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OAHAKO JyYIlIe JOBEPATH TEM, KOI'O 3HACHIb U KTO IIEPBBIN B PEUTUHIE;

2. He yxa3piBaii B TMYHOM mo4Te JIMYHYIO HH(popMaruio. Hanpumep, sydrie BoIOpaTh
«MY3BIKaTBHBIA _(haHaT@» nuin «pok2013» BMecTo «remal3y;

3. Hcnonb3yit IByX3TalHYIO aBTOPU3ALUI0. DTO KOT/Ia TOMUMO MApOJis HY’KHO BBOJIUTH KO,
npuchUIaeMbIi 10 SMS;

4. BriOepu ciI0KHBIN Tapostb. I KaK0ro MOYTOBOTO SIUKA JOHKCH OBITH CBOM HAJICKHBIH,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTH HalucaTh CAMOMY CBOM JINYHBIN BOIIPOC, UCIIOJIb3YH 3TY BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [1epBbIif U1 YacTHON NepenucKy ¢ ajfpecaTaMu, KOTOPbIM
TBI JOBEPSICIIb. JTO AMEKTPOHHBIN aJipec HE HAJ0 UCIIONB30BaTh MPH PETUCTPAIH Ha PopyMax U caiTax;

7. He oTkpbIBaii (hailnnbl U Apyrue BIOKEHHUS B MUCbMaXx JIaXkKe €CJIM OHU NMPUIUIA OT TBOUX Apy3eil. Jlydme
YTOYHHU Y HUX, OTIPABIIUIN JIX OHU TeOe 3TH (Hailibr,

8. Ilocne okoHYaHUs1 pabOTHI HA TOYTOBOM CEPBHCE MEPE 3aKPhITHEM BKJIAIKU C CAlTOM He 3a0y/1b
HakaTb Ha «Bp1iTuy».

KubepOy/uinHT Wi BUPTYaJibHOE H3/1€BaTeJIbCTBO

Knﬁepﬁy.mmﬂr — IIPECCIICIOBAHUC COO6H.[CHI/I$IMI/I, CoACPIKallIUMHA 0CKOp6J’IeHI/I${, arpeCCuro, 3allyruBaHUC,
XYJIUTaHCTBO, COUAJIBHOC 60ﬁKOTHpOBaHHC C IMOMOUIBIO PA3JIMYHBIX UHTCPHCT-CCPBUCOB.

OcHoBHBIE cOBeThI 10 00pble ¢ KNOepOyIJIMHIOM:

1. He Opocaiics B 60#. JIydmuii cmoco0: mocoBeToOBaThCs Kak ce0st BECTU U, €CIIM HET TOT0, K KOMY MOXHO
0o0paTUThCs, TO BHaYaJIe yCIIOKOUThCS. Eciau Tl HAUHeIb 0TBeYaTh OCKOPOJIEHUIMU Ha OCKOPOJIEHMSI, TO
TOJILKO el1le 00JIbIle pa30kKellb KOH(IMKT;

2. YmupaBlisiid CBOCH KHOeppeIyTaiuei;

3. AHOHUMHOCTb B c€TH MHMMas. CyIIEeCTBYIOT CIIOCOOBI BBIAICHUTD, KTO CTOUT 3@ aHOHUMHBIM
AKKayHTOM;

4. He crouT BeCTH XyJIUTaHCKUI 00pa3 BUPTYyasIbHOM kU3HU. VIHTepHET (PUKCUpYyET BCe TBOM JCHCTBUS U
COXpaHsIeT uxX. Y JaInuTh UX OyJeT KpailHe 3aTpyJHUTEIbHO;

5. CoOmronail cBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyii eqnHUYHBIN HeratuB. O THOPa30BbIe OCKOPOUTENEHBIE COOOIICHNS JIyUIlIe UTHOPUPOBATD.
OO0bIuHO arpeccus MpekpalaeTcs Ha HadaabHOU CTa UM,

7. bau arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOUICHUSIMH, B COITHAJIbHBIX CETSIX €CTh
BO3MOXHOCTH OJIOKHPOBKH OTIPABKH COOOIIEHUN C ONPEAETICHHBIX a/IpECOB;

8. Ecnu T cBUeTenb KuOepOyuTuHTa. TBOM NEHCTBUS: BBICTYITUTH MPOTUB TIPECIIE0BATENS, IIOKA3aTh
€My, 4TO €r0 IeHCTBUS OLICHUBAIOTCS HETAaTUBHO, NIOIEPKATh )KEPTBY, KOTOPOU HYKHA IICUXOJIOTMYECKas
MOMOIIb, COOOIIMTH B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOnibHbIi Tes1eoH

COBpCMCHHBIC CMapT(I)OHBI U TUIAaHIOCTBI COACPIKAT B ceOe BIIOJIHE B3p00J'IBII>i (I)YHKLII/IOHB.H, " TCIICPb OHU
MOTI'YT KOHKYPUPOBATh CO CTAIMOHAPHBIMH KOMITBIOTCPAMH. O}IHaKO, CpEACTB 3allIMTHI AJId HOJIO6HI)IX




YCTPOMCTB MOKa O4€Hb Majio. TeCTUpOBaHHUE U MTOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT HE TAK HHTEHCUBHO,
kak s [1K, 1o ke camoe kacaercss U MOOMIIBHBIX MTPHIIOKECHUN.

CoBpeMeHHbIe MOOHMIIBbHBIE Opay3ephl yKe MPAaKTUUECKH JOTHAIN HACTOJIBHBIC aHAJIOTH, OTHAKO
pacupenue QyHKIIMOHAIA BIEYET 32 COO0I OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKUE YSI3BUMOCTH IS
CBOMX YCTPOMCTB.

OcHOBHbBIE COBEThI AJIst 0e30IacHOCTH MOOHJILHOTO TeJIe(l)OHa:

1. Huuero He sBiseTcs no-HacrosueMy OecriaTHbIM. byab ocToposkeH, BeJib Koraa Tede npeasararT
OecIuIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KAKHE-TO IUIaTHBIE YCIIYTH;

2. lymaii, mpexxe ueM oTnpaBuTh SMS, ¢poTto nimm Buaeo. Thl TOYHO 3HACIIB, I'7Ie OHU OYIyT B KOHEUHOM
urore?

3. HeobOxommMo 0OHOBIISATE OMEPANIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

4. Vcnonb3yil aHTUBUPYCHBIE IPOrPaMMBbI 1151 MOOUJIBHBIX TEIE(POHOB;

5. He 3arpyxaii npuj10’)keHHsl OT HEU3BECTHOI'O UCTOYHMKA, BE/Ib OHU MOTYT COAEpkKaTh BPEJOHOCHOE
IpOrpaMMHOE 00ECIIEUCHHE;

6. ITocme Toro Kak ThI BRIAJIEIIH C CaiiTa, I/Ie BBOIWI JUYHYIO HH(POPMAITUIO, 3aiI1 B HACTPOUKH Opay3epa
u ynanu cookies;

7. Ilepuoguuecku npoBepsii Kakue IJIaTHbIE YCIYTM aKTUBUPOBAaHbI HA TBOEM HOMEDE;

8. JlaBaii cBOIf HOMep MOOMIIBHOTO Tesle(hOHA TOIBKO JIFOJIIM, KOTOPBIX Thl 3HAEIIb U KOMY JJOBEPSCILb;

9. Bluetooth momxen ObITh BRIKITIOUEH, KOT/Ia THI KM HE IMOJIb3yenbesi. He 3a0bIBail nHOTAA TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAIiH-UTPBI - 3TO KPACOYHbIE, 3aXBaTHIBAIOIINE Pa3BIICUEHUS, 00BEANHSAIOLINE COTHU
TBICSY YEJIOBEK 110 BCeMy MUPY. Irpoku MccaeyoT JaHHBI UM MHp, OOLIA0TCS APYT C IPYTOM,
BBITNOJIHAIOT 3aJJaHKsl, CPAYKAIOTCSA C MOHCTPAMM U ITOJIYYarOT OMBIT. 3a YOBOJIBCTBUE OHU IUIATAT:
MOKYIAIOT JUCK, OIJIaYMBalOT a0OHEMEHT WM IPUOOPETAIOT KaKUE-TO OILUH.

Bce atu cpeacTBa UAYT HA MOAACPKAHUEC U PA3BUTUC UT'PbI, 4 TAKIKC HA CaMy 0€e30I1aCHOCTb:
COBCPHICHCTBYIOTCSA CUCTCMbI aBTOPHU3allMH, BBIITYCKAOTCA HOBBIC IMATYX (HI/I(prBI)IC 3aIlJIaTKH JJIA
nporpaMM), 3aKPbIBAIOTCA YI3BUMOCTU CCPBEPOB.

B noo0GHBIX UIpax CTOUT OMacaThCsl HE CTOJIBKO CBOUX COMEPHHUKOB, CKOJIBKO KPa)kKH TBOETO MapoJis, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALMK OOJILITMHCTBA UTD.

OcHOBHbBIE COBETHI 10 0€30IACHOCTH TBOEr0 MIPOBOI0 aKKayHTa.

1. Ecnu apyroit urpok BeneT ceOs III0X0 WM CO3JaeT TeOe HENMPUATHOCTH, 3a0JIOKUPYIl €ro B CIIUCKE
UTPOKOB;

2. Tloxanyiics aiMUHUCTPATOpaM UIPbl Ha IUIOXO€ MOBECHHE ITOI0 UTPOKA, JKEJIATENbHO MPUIIOKHUTD
KaKHe-TO JI0Ka3aTeIbCTBa B BUJI€ CKPHUHOB;

3. He yxa3biBaii TMuHyI0 HHGOpPMaLKIO B ipodaiisie urpsl,

4. YBaxall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIMagbHbIE TATYU U MOJBI;

6. Mcmonb3yit cnoXHbIE U pa3HbIe MTapOJIH;

7. Jlaxxe BO BpeMs UT'PbI HE CTOUT OTKJIIOYaTh aHTUBHUpPYC. [Ioka ThI Urpaelib, TBOW KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIUHT WIN Kpaika JUYHBbIX JaHHbIX

OObI4HOM Kpameﬁ JACHCT U NTOKYMCHTOB CCTOAHA YK€ HUKOI'O HC YAMBUILb, HO C pa3BUTUCM UHTCPHCT -
TEXHOJIOTHI 3JIOYMBIINIJICHHUKHA MEPEMECTUIINCE B HUHTCPHET, U IIPOJOJIKAIOT 3aHUMAThCA «TFOOMMBIM>
JACTIOM.




Tak mosiBUWJIach HOBas yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WM (PUIIMHT, TJIaBHAS 11€7Tb KOTOPOI'0 COCTOUT
B MIOJTy4YE€HUU KOH(PHUICHIINATHHBIX TaHHBIX TOJh30BaTeNei — JIOTHHOB U Naposield. Ha aHrmmiickoM si3bIke
phishing ynTtaercs kak ¢pumuHr (ot fishing — priOHast 10Bs, password — maposb).

OcHoBHbBIE coBeThI 10 0opble ¢ GUIINHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI mo103peBaenib, 4To TBOSI aHKETa ObLUIa B3JIOMaHa, TO
HEoOX0aMMO 3a0JIOKHPOBATh €€ M COOOLINTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Wcnonb3yit OezomacHbie BeO-CalThI, B TOM YHCIIe, MHTEPHET-Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. Mcnonb3yii cinoxHbIe U pa3HbIe Maposid. Takum 00pa3oMm, ecir Te0s B3IIOMAIOT, TO 37I0yMBIIITICHHUKH
HOJIyYaT AOCTYH TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3JIOMaNH, TO HEOOXOIMMO MPEAYNPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE J00aBICHBI Y
Te0s B APY3bsIX, O TOM, YTO TeOsl B3JIOMAJIN U, BO3MOXKHO, OT TBOET'O MIMEHHU OY/IE€T pacChUIAThCS CIlaM U
CCBUIKU Ha (DMIITMHTOBBIC CAITHI,

5. YcranoBu HaaexHbi naponsb (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTkiIroun coxpaHeHue mapois B Opaysepe;

7. He oTkpbIBaii (hailnbl u Apyrue BIOKEHHUS B MUCbMaX JIaKe €CIIM OHU NMPHIUIA OT TBOUX Apy3eil. Jlydie
YTOYHH y HUX, OTIIPABIISUTN JIK OHU TeO€ 3TU (aiiibl.

HudpoBas penyranus

HudpoBas penmyTaums - 5T0 HEraTUBHAS WM MO3UTHUBHAS HH(OpPMAIIKS B CETU O TeOe.
Kommnpomerupyrorias ungopmarius pa3MelieHHas B MHTEpPHETE MOXKET CepPhe3HbIM 00pa30M OTPa3UThCs Ha
TBOCH peanbHOU )m3HU. «[{udpoBas pemyramus» - 3T0 TBOM UMUK, KOTOPBIA (OpMHUPYETCS U3
uHpopmaruu o Te0e B UHTEPHETE.

TBOE MecTO KUTEILCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0OCOOEHHOCTH XapaKTepa U paccKasbl O
OJIM3KHX - BCE OTO HAKATUTUBACTCS B CETH.

MHorue noJpoCTKH JETKOMBICIIEHHO OTHOCATCS K MyOJUKaK JuuHON nH(popManuu B IHTepHeTe, He
MOHMMAasl BO3MOXKHBIX MOCIEACTBUM. ThI 1axe HE CMOKELIb 10TaaThCsl O TOM, 4TO doTorpadus,
pa3MelleHHas 5 JeT Ha3ajl, cTaja MPUYUHON OTKa3a NPUHATH TeOs Ha paboTy.

KommenTtapuu, pazmemienue TBoux Gororpaduil 1 qpyrue 1eiHCTBUS MOTYT HE UCUE3HYTh JJaKe IOCIIe
TOT0, KaK Thl UX yJanulllb. Thl HE 3HACIIb, KTO COXPaHWJI 3Ty HH(POPMAIIHIO, TIOTIANa I OHA B IIOUCKOBbIE
CHCTEMBI U COXPAHMJIACh JIM OHA, a [NIABHOE: YTO MOAYMAIOT O TeOe OKPY’KarolIee 01, KOTOpbIe HAWIYT U
yBUIAT 3T0. HaifTu uHpOpMaIiuio MHOTO JIeT CITyCTsl CMOXKET JII000M - KakK U3 100pbIX MOOYKAEHUH, TaK U ¢
HaMEpEeHUEM IPUYUHUTH BPell. DTO MOXKET ObITh KTO YTOJIHO.

OcHoBHbIE cOBeTHI 10 3amMTe HHU(POBOI penmyTanuu:

1. [Mogymaii, mpexae yeM 4To-TO MyOJIMKOBATh U MepeaBaTh y ceOst B OJI0T€ WK B COIMATIBHOM CETH;

2. B HacTpoiikax mpodwuisi yCTAHOBU OTPaHHUYEHUS HAa MPOCMOTP TBOETO MPOQPUIISI K €r0 COJEPKUMOTO,
CIeNail ero TOIbKO ISl APY3ei»;

3. He pa3memaii u He yka3piBaii ”HGOPMAIUIO, KOTOPAsk MOXKET KOT0-TH00 OCKOPOJISATE MM O0MXKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIe HIKOJbHUKU- aKTUBHBIE T0JIb30BATENN LIUPPOBOro npocTpancTBa. OHAKO JajeKo He Bce
3HAIOT, YTO MOJIb30BaHNE MHOTMMH BO3MOXKHOCTAMHU IIU(POBOro Mupa TpedyeT coOIt0eH s TpaB Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMHH «MHTEIIEKTYyalIbHAsi COOCTBEHHOCThY» OTHOCUTCS K Pa3jIMYHBIM TBOPEHUSAM UEIOBEUECKOro yma,
HA4YMHAas C HOBBIX U300pEeTEHUH 1 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOJAYKTHI U YCIYTH , U
3aKaH4YMBasi KHUTamMu, pororpadusaMu, KHHOPHUIBEMAaMH U MY3bIKaTbHBIMU TPOU3BEICHUSIMHU.

ABTOpCKHe NIPaBa - 3TO MpaBa Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha MTPOU3BEICHUS HAyKH,
JUTEPATYphl U UCKyCCTBA. ABTOPCKHE ITpaBa BBICTYNAIOT B KAYECTBE FAPAHTUU TOT'O, UYTO




MHTEJJIEKTYaJIbHBIM/ TBOPUECKUN TPYA aBTOpa HE OyAET HallpacHbIM, 1aCT €My CIIPaBeIJIMBbIE BO3MOXXHOCTH
3apaboTaTh Ha pe3y/ibTaTax CBOETO TPy/a, MOJYyYUTh U3BECTHOCTH U Npu3HaHue. Hukro 6e3 paspemeHus
aBTOpa HE MOXKET BOCIIPOU3BOIUTH €TO MPOU3BEACHUE, PACIIPOCTPAHSITH, MyOJIMYHO IEMOHCTPUPOBATH,
IpO/1aBaTh, UMIOPTUPOBATH, IICKATh B MIPOKAT, MyOJIUYHO UCTIOIHATH, IOKA3bIBATH/UCIIOIHATH B A(HUpe UITH
pa3Mmemiath B IHTEpHETE.

Hcnonp30BaHne «IHPATCKOTO» MPOrPAaMMHOTO 00€CIIeYeHUsI MOKET IPUBECTH K MHOTUM PHCKaM: OT
IOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOMCTBA, IJI€ YCTAHOBJIEHHBIN HE JeTajlbHas
nporpamma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYET JIETabHBIC M OECILIaTHBIE TPOrPaMMBbI, KOTOPBIE
MOKHO HAWTHU B CETH.

O nopraJjie

CereBruoK.pd - TBOU IJIABHBIN COBETYUK B CETH. 3/1€Ch Tl MOXKEIIb Y3HATh O 0€30MaCHOCTH B CETH
HOHATHBIM M JJOCTYITHBIM SI3bIKOM, @ IIPY BOZHUKHOBEHUH KPUTHUECKOM CUTyallMd OOPATUTHCS 32 COBETOM.
A TaxKke IPUHATH YU4aCTHE B KOHKYPCAX M CTaTh CaMbIM HHU(POBBIM I'PaXIaHUHOM
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