ITpnnaoskenne Ne2. MHpopMaunoHHAA NaMATKA A 00y4 a0 MUXCH A8 bamemeuua Ha
opuumanvueix HurepHer-pecypeax

C KaKABIM FOZOM MOJIOAEKH B HHTEPHETE CTABOBUTHCS GONBINE, 8 IIKONGHUKA OJHH H3
caMBIX AKTHBHEIX NONb30Barcneil Pynmera. Mexay TeM, NOMHMO OFpOMHOr0 KOJIHYECTBA
BO3MOXHOCTEii, HHTEPHET HeceT W mpoleMbl. 3Ta NaMATKa HOJDKHA nomodb tele GesomacHo
HaXOIHTLCA B CETH.

Komnviomepneie eupycor

KommnpioTepHplff BHpPYC — 3TO PasHOBHAHOCTh XOMIBIOTCDHHIX  IIPOTpaMM,
OTIIMTHTENLHOR OCODSHHOCTBIO KOTOpOH ABNZETCA CMOCODHOCTE X pPasMHOXKEHHIO. B
JXOTOHEHNE K 3TOMY, BUPYCEI MOTYT [OBPEIHUTE HNAM NOMHOCTHIO YHWYTOXHKTH Bee (ainel u
JaHHEIE, NOAKOHTPOJILHEIE TIONB30BaTEMO, OT HMEHH KOTOporo Opula 3amymieHa 3apakéHHAA
noporpamMme, a Takke IOBPEAHTH HIH [aKe YHHYTOXHTH ONCPAlMOHHYIO CHCTEMY CO BCEMH
¢atinamu B nenoM. B GoNBITHHCTBE CITyyaeB pacnpoCTPAHSIOTCS BUPYCH YEPE3 HHTEPHET.

MeTozb1 3a1HTE OT BPEOHOCHSIX MPOTPaMM:

1. Mcuonssy#i cospeMeHHbIE ONEPaUHORHBIC CHCTEME], UMEIOLIAE CepPhESHBIN YPOBEHSD
3aIMTH OT BPEAOHOCHEIX NpOrpaMm;

2. TlocrosauHo ycraHaBnHMBal ma4yTH (UUQPOBEIE 3arNATKH, KOTOPhlE ABTOMATHIECKH
YCTAaHABJIHBAIOTCA C LENBIO A0PabTKM IPOrpaMMEI) H ApyTHe OGHOBIEHHA cBoeli
onepanHoHHoON cueTeMsl. CraunBait mX ToNbKO0 ¢ odUIHaNBEHOrO caliTa paspaGoTynka
OC. Ecnu cymecTByeT peskuM aBTOMAaTHYECKOro OGHOBNCHHS, BKIOYH €ro;

3. PaGortait Ha cBOEM KOMNBIOTEPE NMOJ NpABAMH NONL30BATENS, & HE AXMHHUCTPATOPA.
OT0 He MO3BOMMT GONBIIMHCTBY BPENOHOCHEBIX HPOTpaMM HHCTAILTHPOBATECA HA
TBOEM I€PCOHATBHOM KOMIBIOTCPE,;

4. Hcnoms3yit aHTHBHPYCHEIE NPOTPaMMEEIe OPOAYKTH H3BECTHBIX MPOH3BOMHTENEH, ¢
aBTOMaTHYECKHM OOHOBIICHHEM §a3; - '

. OrpaHuyb puspueckuit JOCTYN K KOMIBIOTEDY AjiA IOCTOPOHHMX JIHIL;

Wcrone3yit BReUHMe HOCHTeNM HHGOPMALMH, TAKHE KAK QREIKd, UCK WK (aiin w3

AHTEPHETA, TONHKO U3 NPOPEPCHHEIX HCTOUHHKOB;

7. He oTkpemait xoMnbioTepHble Gailiibl, MOMyYeHHEIE B3 HEHAAEKHBIX MCTOYHHKOB.
HAaxe Te ¢aiinel, koTopele npucaan TBoH 3HakoMbii. Jlywme yTouHH y Hero,
OTTIPABJIAN JIX OH Tebe HX.

.O\(.h

Cemu WI-FI

Wi-Fi - 910 He BHA nepenaun NaHHBIX, HE TEXHOIOTHS, @ BCero JMImb Gpenyt, Mapka. Eme
B 1991 roxy Hmuepnannckad KOMIAHHA 3aperHcTpHposaia 6penx « WECA», uto 0603Hagano
cnopocogetanme « Wireless Fidelity», xoropsiit mepesoguTes xax «6ecnpoBoaHas TOYHOCTE.

Mo Hawero BpeMeHM gmomuta mpyras aGOpeBuaTypa, KOTOpas SBISETCH Taxol e
TeXHONOrHei. 1o abbpesuarypa «Wi-Fi», Taxoe HasBanue 65UI0 ZaHO ¢ HAMEKOM Ha CTAHAAPT
BeICUIHH 3BYKOBO# TexunKH Hi-Fi, uto B nmepenonie 03ma9aeT «BHICOKAX TOYHOCTEY.

Aa, GeCruIaTHEI METEPHET-IOCTYN B Kade, OTEIsX ¥ aponoprax ARJILETCH OTIMIHON
BO3MOXHOCTHIO Bbix0za B MHTEpHeT. Ho MHOTHE 3KCNepTHI cuuTaoT, yro obmenocrynkee Wi-
Fi cetr He ABISMOTCS Ge30MACHEBIMH.

Cosetn! mo 6esonacnocT pabore B 06weA0CTynHEIX ceTax Wi-fi:



He nepemasaii coroo nuumyio mEQopManmio gepes obmenoctynHee Wi-Fi cern.
Paforas » HHEX, )KelaTeJbHO He BBOAWTH NAPOMM LOCTYNR, JOTMHEI H KaKHe-TO
HOMeEpa;

Hcnomeay#t m o6HOBMAM aHTHBAPYCHEIE NporpaMMel B GpanmMayep. Tem CaMEIM Thl
obe3onacHis ce6s OT 3aKauKH BHPYCa Ha TBOE YCTPOKCTBO;

Ipr Hcnomesosanmu Wi-Fi otkmown dynxmmo «O6mmit moctyn x dalinam u
npanTepamM». JlawHas ¢yHKOHS 3aKpHTAa NO YMOJYAHMIO, OJHEKO HEKOTOpHIE
NONB30BaTENH aKTHBHPYIOT €& i yao6cTBa Henonb30oBaHAg B pabote nin ydebe;

He ncnome3ylt nmy6muauneit WI-FI mia nepenaun JHYHEIX JAHHBIX, HalpUMeEp AJif
BEIX0Ja B COIYaJIbHBIE CETH HIIH B 3JIEXTPOHHYIO [TOYTY;

Unone3yit Tomeko sammmernroe cocauneHue yepes HTTPS, a e HTTP, T.e. npu
Habope BeO-agpeca BBoaM UMeHHO «https://»;

B wMobumeHOM Tenepone orkmour Qysxkumio  «Ilomxmouerwe x  Wi-Fi
aBToMaTH4eckH». He nomyckait aBToMaTH4ECKOro NOAKIIOUEHUA ycwpoﬁcrna K CeTAM
Wi-Fi Ge3 TBoero cornacus.

Coyuanvrvie cemu

ConnanbHele CETH aKTHBHO BXOAST B HAMIY JKH3Hb, MHOTHE JIOAK paboTaloT M KHBYT
TaM MOCTOAHHO, a B Facebook yxe saperscrpupoBan MHIUIEapy qesIOBEK, 9TO ABIACTCH OFHOM
ceAbMOl Bcex xuTenel mnanersl. MHOTHe None3oBareny He NOHMMAIOT, YTO HHQpoOpManys,
pa3MEUICHEAA HMHA B COMHANLHEIX CETAX, MOXET ObIThH Hal{IeHa W HCIO/IE30BaHA KeM YTOOHO, B
TOM YHCJIE HE 00s3aTeNbHO ¢ OlIarnMH HAMEPEHHSIMH.

OcHOBHEIE COBETH! IO 6e30MacHOCTH B COHANEHEIX CeTAX!

1.

2.

Orpanuys cnucok Jpysedf. V 71e6s B Ipy3pax He AOMKHO OWITh CAydaMHBIX H
HE3HAKOMEIX JIOHei;

3awmmail cBoi0 4acTHYIO xu3Hb. He yxasmmait mapomm, tenedoHsl, anpeca, nary
TBOEr0 DPOXKACHHA H APYTYK JHYHYI0 HHopMaIMio. 3T0YMBIDUICHHAKH MOTYT
HCIIONB30BATh JaXE HHOOPMAIMIO O TOM, KaK Thl H TBOH POIMTENH ILIGHHpYeTe
NPOBECTH KAHUKYIIBL, _
3amumaii CBOI0 PemyTAMIO - AEPXU ee B unCTOTe X 3a1aBait cebe BOTIPOC: XoTen 6Bl
TBI, 4T00HI ApyTHE MOJB3OBATENH BHUIENH, YTO THl 3ArpysKaciun? Ho;:ymaii OpEeXAC
4EM YTO-TO 0NyOIHKOBATH, HAIUCATD M 3arPY3HTS,

Ecnp Th TOBOPHIIE C JEOJBLMH, KOTOPBIX He 3HAEINb, He MCIONE3YH CBOE pealbHOe
HMA H JPYTYIO JMYHYIO HHQOPMALMM: MMS, MECTO XKHTEJBCTBA, MECTO Y4eOH H
npouee;

WsGerait pasmemenus potorpaduit B Mureprere, rae Th H306paxen Ha MECTHOCTH,
0 KOTOPOH MOXKHO OIPENETHTh TBOE MECTOMONOKEHHE;

IIpu perucTpanus B conpanbHoM ceTH HEOGXOMMMO HCTIONMB30BATE CIIOXKHEIE IIapOJIH,
cocTosImue U3 OyKB H Iudp M C KOJTHYECTBOM 3HAKOB He MeHee 8,

Jina coumanbHoM ceTH, IOUTH K IPYTHX CaliToB HeOOXOMMMO HCTIONB30BATH PasHEIE
napony. Torna ecn Te6s B3TOMAIOT, TO 3MOYMEINIICHERKY ONYYaT JOCTYH TONBKO
K OZAHOMY MECTY, a He BO BCE Cpasy. '

Onexmponnvie Oenvzu

ONEeKTPOHHEIE AEHBIH — 310 OYeHb YAOGHEH! cnocob mmaresxelf, OHAKO CYIECTBYIOT
MOINCHAUKH, KOTOPEIC XOTAT IOTYYUTH 3TH JCHETH,

ONEKTPOHHBIE ACHBIH NOABHIHCH COBCEM HEAABHO M MMEHHO H3-33 3TOTO BO MHOIHX
FOCYapCTBax A0 CHX HOP He IIPONUCAHO NPO HHUX B 3aKOHAX.



B Poccam ke OHM GYHKIHOHHPYIOT H O HHX Y)KE NPONHCAHO B 3aKOHE, THe HX
pasfenMoT Ha HECKONBKO BUAOB — aHOHWMHBIE H He aHOHMMHEE. Pa3Hulla B TOM, 4TO
aHOHHMHEIE - 3TO Te, B KOTOPHIX pa3pelwlaeTcid NPOBOAMTH onepanuu Ge3 mueHTHHKAMH
T0/I530BaTeNA, @ B HEAaHOHHMHBIX HICHTHQHKAHNY TTONB30BATEI ABIACTCA 06A3aTeNbHOM.

Taxxe cnemyer pasnuyaTh 3MEKTPOHHbIE (HATHEE AeHEIH (PaBHEI TOCYIAPCTBEHHBIM
BAMOTAM) H SNIEKTPOHHEIE HehHATHEIE MeHBIH (He PaBHEI TOCYZAPCTBEHHBIM BAIOTaM).

OcHoBHBIe cOBETHI 110 Ge30nacHoi paboTe ¢ MEKTPOHHEIMH AEHBIAMH:

1. Ipmesais K cyeTy MOOHIbHEL TenedoH. D10 camelil yaoGHEDT B GsICTpHIt crocob
BOCCTaHOBHTE BOCTYN k cuery. IIpursa3anusit Tenedon moMoxer, ecimu 3abyaems
CBOH MIaTeXHEIH Naponh Wi 3aiiielns Ha caiiT ¢ He3HAKOMOT'O YCTPOHCTRA;

2, Hcnone3y# ommopasorsle maponn. Ilocne mepexoza Ha YCHIEHHYIO ABTOPH3AIHIO
Tebe yxe He yAeT yrpoxarh ONacHOCTh KPaky WIIH IIEpPeXBaTa ILTATEXHOTO TIapOs;

3. Bubepu cnoxmsif mapoms. [IpecTymumkam Gyzer He NpOCTO YraZaTh CIIOMKHEIH
naposns. Hanexueie naposu — 310 napoiM, KOTOPEE COTePXXaT He MeHee 8 3HAKOB
BKJIIOYAIOT B Ce6s CTpPOYHBIE M NPOMHCHEIE GYKBHI, LMGPE! ¥ HECKOIBKO CHMBOJIOB,
TAKUE KaK 3HaK Jonnapa, GpyHTa, BOCKIMIATENbHbI 3HaK | T.I. Hanpumep, $tROng!;;

4. He BBOIYM CBOH JIM4HEIE JAHHEIE HA calfTax, KOTOPEIM HE JOREPASIID.

Inexmponnas nouma

NEKTPOHHAs IOYTa — 3TO TEXHOJIOTHA H MPEOCTAB/SEMEIE €10 YCITYTH N0 NepechUIKe 1
TIONYHEHHIO 3JIEKTPOHHBIX COOOIIEHHMI, KOTOpHIE pacHpefeNsioTcs B KOMIBIOTEPHOH CeTw.
OOHMHO  3MEKTPOHMHEN  IOYTOBBIA  SIMK  BEIVIIMT  CASAYIOUMM  OGpasom:
HMA_TONB30BATENA@HMA_fioMeHa. Takke KpOMe Iepefays NpOCTOrO TEKCTa, HMEeTcH
BO3MOXKHOCTS JIEPEAaBaTh (ailisL

OcHoBHBIE cOBETHLI M0 Ge30mTacHOl PaGoTe ¢ 3EKTPOHHOM NOYTOH:

1. Hazno BEIGpaTs npaBHIBHEIL ITOYTOBEIH CEpPBHC. B HHTEpHETE €CTh OrpOMEEE BHGOP
GeCILIATHBIX OYTOBBIX CEPBHCOB, OAHAKO JIyYINe OBEPATH TEM, KOIO 3HACIIH H KTO
IEPBLIT B peHTHHTE;

2. He yxasnmait B mAuHON mouTe /M4Hy HHbopManmo. Hampumep, myune BeIGpaTs
«My3BIKANbHEL_(anat@» wm «pox2013» BMecTo «TeMal3y;

3. Hcnoms3yit IBYXSTANHYIO aBTOPH3ALHUIO. DTO KOTAA IOMHMO IAPOJIA HY’KHO BBOJKMTE
KOJ, IpHChUTaeMbIif o SMS;

4. BuiGepu cnoxwsii napons. 4 KaXIOTO IOYTOBOTO AIHKA NOJDKEH GHITH CBOM
HaJeXHbIH, yCTOHUMBLIA K B3/IOMY IIapOJib;

5. Ecnm ecTs BO3MOXHOCTb HAIHCAThH CAMOMY CBOMN JIMYHBINH BOIPOC, HCIONB3YH 3Ty
BO3MOJKHOCTB;

6. Hcnomssy#t HecKONbKO NMOYTOBRIX sukos. IlepBemt Ams wacTHOM NEPENHCKH C
ampecaTaMM, KOTODEIM THI JIOBEpAemis, OTO ONEKTPOHHEIH ajpec He Haxo
HCITONB30BATh NPH PETHCTPaNKH Ha opyMax H caiiTax;

7. He oTxpeBaii ¢aiinsl u Apyrue BIOXKEHHA B ITHCHMAaX JAXE €CTH OHM NPRILUTH OT
TBOEX ApY3e#. Jlyume yro4nu y HHX, OTIPABILAIH JIM OHM Te6e 3TH caiiner;

8. Tlocne okonuanms paGoTHl Ha IOYTOBOM CePBHCE Nepel 3AKPHITHEM BKJIAZIKA €
caliToM He 3a6yap Baxars Ha «BooiTay,
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Kubepbynnunz uru eupmyansroe uzdesamenscmeo

KubepOymwmur — mnpecnenoBanne coOCMEHHSME, COAEPXKAIMMH OCKOpOIeHnus,
arpeccHIo, 3aIyrdBaNue; XyIHIaHCTBO; CONHanbHOe GoMKOTHpOBaHHe C MMOMOINBIO PAZTHIHBIX
HHTePHET-CEpPBUCOB.

OcHoBHBI€ coeTh 110 60prGe ¢ KubepOyLmHrom: '

1. He Gpocaiica B Go#i, JIyummmit cnmoco6: mocoBeToBaThCA Kak celsl BECTH H, ECITH HET
TOrO, K KOMY MOXHO OOpaTHTBCA, TO BHazaie YCHOKOMThcd. Ecim Tel HadHemb
OTBEYaTh OCKOPONECHHAMH Ha OCKOpONEeHHd, TO TOJBKO emne GoMblle pasodokemrb
KOH(QIHKT;

2. Yupasnait cBoeit xuGeppenyrannei;

3. AHOHMMHOCTH B ceTH MHWMad. CymecTBYIOT CmocoGbl BLISCHHTB, KTO CTOHT 32
AHOHMMHBIM aKKaYHTOM;

4. He cToHT BecTH XyNMHraHCKHI 06pa3 BupTyamenolt xu3nu. Uarepuer Q)mccnpye'r BCE
TBOH JEHCTBHA M COXpaHAeT HX. Y faNuTs X GyAeT kpaline 3aTpyAHHTEIBHO;

5. Cobmonait cBolf BUPTYaIIbHYIO Y€CTh CMOMOZY;

6. Hraopmpylt emumuunsii Heratus. OfHOpasoBhle OCKOPOHTENBHBIC COOGIICHHS
JIyyine HrHOpHpoBaTh, OOKIYHO arpeccHs NpeKpalnaeTcs Ha Ha9aIbHOM CTaiH;

7. BaH arpeccopa. B mporpamMmax o6MeHa MIHOBEHHEIMY COOBIIEHHSMH, B COIHATEHEIX
CeTAX ECThb BO3MOXHOCTh ONOKHDOBKHM OTHpaBKM coOOCmEeHmH ¢ ONpemeNeHHBIX
azpecos;

8. Ecim TH cpuperens xuGepOymmnra. Teom meMCTBHA: BEICTYIHTH IPOTHB
NpecaenOBaTeNs, NOKa3aTh €My, 9YT0 ero JeHCTBHA ONEHHWBAIOTCA HETATHBHO,
DOJJCPKATh JKEPTBY, KOTOpOH HyXHa NCHXONOr#yeckas IOMOIIb, COOGINHTH
B3POCITEIM O (haKTe arpecCHBHOrO MOBEACHUS B CETH.

Mobunvruiti menegon

CoBpeMenstle cMapTGOBH H INTAHIIETHI comepxar B ce0c BOONHE B3POCIBIE
(YHKOHOHAN, H TeNmeps OHH MOTYT KOHKYPHPOBATH CO CTAUMOHAPHBEIMH KOMIBIOTEDAMH.
Ozraxo, cpencTs 3aIMTE 1A MOAOGHRIX YCTPOKCTB IOKa OYeHs Mano. TecTHPOBAHHE H IOHCK

YA3BHMOCTEHl B HHX IPOHCXOZWT HE TAK MHTEHCHBHO, kak Jjuia IIK, To xe caMoe Kacaercd H
MOGHIBLHEIX IIPUIIOKEHHHN.

CospeMennEle MOGHIBHBIE Gpay3epsl yiKe IPAKTHYECKH JOTHATH HACTONBHEIE aHAJIOTH,

ONHAKO pacIIMpeHHe (YHKIHOHaNa BiieYeT 3a coGoll GONBINYIO CNOXHOCTP H MEHBIIYIO
3aIMHIEHHOCTS.

Hanexo He BCe NMPOH3BOAMTENH BHULYCKAIOT OGHOBICHHA, 3aKpHIBAIOIIAE KPHIHYGECKHE
YA3BEMOCTH JJI1 CBOMX YCTPOMCTB.

OcHOBHEIE COBETHI V11 Ge30nacH0oCTH MOBIIEHOTO Tenedona:

1. Hwaero ne spnsercs mo-macrosmemy GecrimatHeM. ByIe OCTOpOXKEH, Befb KOIJA
Te(e mnpenaratorT GecIUIaTHBI! KOHTEHT, B HEM MOTYT OBITE CKpHITH KaKHe-TO
IIaTHEIE YCITYTH;

2, Nymaii, npexae yeM otnpasute SMS, doto umm Buaco. Thl TOYHO 3HACIb, IAC OHU

OYAYT B KOHEYHOM HTOTE?

Heo6xonumo 06HOBAATE ONEPALOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcenonesyit anTHBHpYCHBIE POrpaMMEL 1A MOCHITBHEIX TeNe$OHOB;

et



5. He sarpyxait mpuIoxesud oT He3BECTHOrO HCTOYHMKA, BE[b OHER MOTYT COICPXATh
BPENOHOCHO® IIPOrpaMMHOE obecneueHne;

6. Tlocne Toro Kak Thl peiiinens ¢ caitTa, TIe BBOAKI araHyo ¥HbOpMaLRIO, 3alinm B
pacTpoliky Gpay3sepa ¥ yAanH cookies;

7. TlepnoAHUECKH npoBepsii KAKHE IIATHEIC YCITyrH aKTHBHPOBAHEI HA TBOEM HOMEDE;

8. Masalft cBoit HOMED MoGunpHoro Tenedona TONBKO JEONAM, KOTOPHX THI 3HACHIb H

KOMY AOBEpACIE;
9. Bluetooth momxer GLITh BBIUTIOUCH, KOTAa THI ¥M He NOJb3YeIbCs. He 3abnBait
FHOT/1a [IPOBEPATE 3TO.
Online uzpbt
CoppeMeHHbIE OHNAlH-HIpHl — 3TO KpacOIHEIS, 4axBATHIBAIOMME DAIBIICHCHH,

o6 Bbe AMHTIOIHE COTHA THICAY yeJI0BEK 110 BCEMY MHDY. Wrpoks uccneayioT OAHHEIA UM MHD,
obmaroTCs APYT © APYTOM, BHITIONHSIOT 38IAHNA, CPAXKAIOTCA C MOHCTpaMH H NONYJaiOT OTIBIT.
3a yHOBONLCTBHE OHA ITATAT: TNOKYNAIT AHCK, omnayuBaroT abOHEMEHT Kl npuoGpeTaioT
KaKue-TO OIITAH.

Bee 3T CpeAcTBa HAYT HA [OJUIEpXARKE ¥ PpasBUTHE HIPHl, 2 TaKke Ha caMmy
6e30MACHOCTb: COBEPIICHCTBYIOTCA CHCTEMEL ABTODH3ALMH, BEIIYCKAIOTCH HOBEIE TiaTHH
(umdpoBEIe 3AYLTATKH A [iporpamM), 3aKpEIBAIOTC YS3BEMOCTH CEPBEPOB.

B nomobOHBIX Mrpax CTOHT OnacaThCi HE CTOJBKO CBOHX COTEPHUKOB, CKOMBKO KpaXH
TBOETO MApoJsl, Ka KOTOPOM OCHOBaHa cpcTeMa apTopH3aluy GombIIHHCTES Urp. ‘

OcHOBHEIE COBETHI 110 6e30MacHoCTH TBOEr0 HTPOBOTrO aKKAyHTa: ‘

1. Ecnu ppyroii HFpOK BEAET cefs TI0X0 WK CO3JaeT Tebe HETPHUATHOCTH, 3a6n0KupyH
ero B CIIHCKE WTPOKOB;

Tloxanylica amMEHUCTpaTOpaM HIDH Ha IUIOXOe IOBENEHEE 3T0r0 Hrpoka,
KENATENLHO IPHIIOKUTH KaKHe-TO JOK23aTeLCTRA B BHJIE CKPHHOB;

He yxaspipali THIHYIO rEdOPMALIHIO B Ipodaiine AIpsy;

Vpaskall ZPyTEX yHacTHHKOB 110 HIPE;

He ycranaBnupaii ReopuIMALHEIC naT4M H MOJBL,

Mcnos3yit CIOXKHEIE B PAIHKIE TIApOITH;

Jlaxe BO BpeMs HIPH HE CTOMT OTKIIOYaTh aHTHBHPYC. [loka THl Wrpaeis, TBOH
KOMIBIOTEDP MOTYT 32pa3HTh. ‘

™

N s

Dutunz Uy Kpaxca Auunbix OGHHbIX

O6uramoli Kpaxeli feHer H JIOKyMEHTOB cerofHs yKeé BUKOrO He YAMBHINE, HO ©
pasBUTHEM MHTepHET-TEXHOMOTAH 3IOYMBIOUICHHHKH  TIEPEMECTHIHCD B HHTEpHET, H
NPOACIUKAIOT 3AHAMATECH «IIOGHMEIM? HENOM.

Tak TIOABANACH HOBaA Yrposa: MHTEPHET-MOIIEHHNYECTBA WK ¢wimMAT, IaBHal Ueab
KOTOPOro COCTOHMT B MOMYHCHHH KOH(QUEHIHANBHBIX AaHHBX noJp3oearesieil — JIOTHHOB H
naponeit, Ha anrymiickoM aseike phishing TATACTCA KaK dummsr (0T fishing — pribHaA JOBIA,
password — f1apoNb).

OcHOBHEIE COBETHI 110 Goprbe ¢ UIHHTOM:

1. Cnexs 3a CBOMM AKKAyHTOM. Ecrmu TH MoA03pepaellb, WIO TBOA amkera ObUIa
B3JJOMaHa, TO HeoOXOAUMO 3abnoxuposath €€ coo0muUTs aIMHEHHCTPATODPaM
pecypca 06 3TOM KaK MOXKHO CKopee,



2. Ucnoneaylt Gesonacmsle Be0-CaiThl, B TOM 4MCIe, am"epner-uaraslmon H
NOKMCKOBLIX CHCTEM;

3. Hcnonnsyit cnoxable n pasHsle naponn. TakuM o6pa3oM, ecmd Te0d B3JOMAIOT, TO
3JIOYMBILIEHHHKH MOTy4aT JOCTYM TOJILKO K OMHOMY TBOEMY NPOdHIIIO B CETH, a He
KO BCEM;

4, Ecru Te6q B3noMami, TO HEOOXOMEMO NPEAYNPEAMTh BCEX CBOMX 3HAKOMBIX,
KOTopsie nobapiens! y 1¢61 B APY3bAX, O TOM, ITO TeGA B3AOMAIH H, BO3MOXHO, OT
TBOEro UMeHH Gyner pacCEUIATECH CITaM H CCBUIKHK Ha GQHINMHIOBHIE CARTEI,

5. VYcranosu HagexHsm maposs (PIN) Ha MoGrmbHLIM TenedoH;

6. Orxmowm coxpareHHe napois B Gpaysepe;

7. He orxpriBail ¢alinel M Apyrue BIOXKEHHA B NHCHMaX AAXE €CIH OHH NPHULIA OT
TBOMX Jpy3eit. JIyue yTouHM y HEX, OTIIpaB/sUIH Jii onl Tebe 91H (aiiisl. ‘

Lugposaz penymayus

[ucpopast penmyTamms - 3T0 HEraTWBHAY WK NO3HTHBHAS MH(pOPMAIHL B CETH O Tebe.
Komnpomernpyiomas HHbopManus pa3MelNeHHAas B MHTEPHETE MOXET Cephe3HHIM oBGpasoM
OTPasuThCA HA TBOeH peansHoH »a3uH. «L{udppoBas penyranus» - 3T0 TBOK MMHIK, KOTOpHIH
topmupyerca us uHpopMaunu o TeGe B RHTEPRETE.

TBoe MecTo xuTENBCTBA, YHeOH!, TBOS (PHHAHCOBOE IIONOKEHHE, 0COBEHHOCTH XapakTepa
¥ paccKaskl O ONIM3KIX — BCE 5TO HAKAIUIMBAETCA B CETH.

MHorae noApOCTKA NErKOMBICNEHHO OTHOCATCA K MyONHKANWM JHIHOH HHAOPMAIKKA B
Hnrepnere, He MOHHMAaA BO3MOXHEIX HOCNENCTBHE. T z1a)e He CMOXENTb JOTafaThCH O TOM,
aro dororpadus, paimemeHHad 5 neT Ha3aA, CTaNA NPAIRHOH OTKA3a NPHHATE Te6A Ha pabory.

KoMMerTapuu, pasmemenne TBoMX doTorpaduif M ApyrHe neMCTBHA MOTYT He
HCYE3HYTh JaXe IOCHE TOro, KAk Tl HX.ysainmb. Te He 3Haemb, KTO COXPAHHA 3TY
HHGOPMAIIHIO, TOTIANA JIH OHA B NOMCKOBHIE CHCTEMEL H COXPAHMIACH JIH OHA, 4 IIABHOE: UTO
noaymMarT 0 Tebe OKpyXaromee JIOAH, KOTOPHIE HallayT ¥ yBHAST 3T0~ HaliTh mudopManmo
MHOTO €T CNYCTA CMOXeT mobolf — xak W3 NOGPEIX MOGYKOeHHM, TaK H ¢ HaMepeHHEM
NPHIHHUTS Bpel. DTO MOXKeT OBITh KTO YTOAHO.

OCHOBHEIE COBETHI 110 3aIuTe APPOBOH peNyTaHH:

1. Ilonymaii, mpexne 9eM 4TO-T0 HyGNIMKOBAaTH W mepeaaBath y cela B 6nore wim B
ConMansHOR ceTH;

2. B HacTpo#ikax npo¢ris yCTaHOBY OTPaHMYEHHS HA IIPOCMOTP TBOETO IPOJHIIL H €ro
COJICPXHMOT0, CIeNalf €ro TONLKO KIS Apy3eity;

3. He pasmemait 1 He ykassiBail HHPOpMALUIO, KOTOPAT MOXET KOro-TH60 ockopOnaTh
HJIH 06HXKaTs.

Aemopcxoe npaso

CoBpeMeHHEIE IIKONBHUKH— AKTHBHHE IMONb3OBATENH LH(MPOBOTO IPOCTPAHCTRA.
Oxnako fanexo He BCe 3HAKOT, YTO NOB3OBAHME MHOTHMH BO3MOKHOCTAMH LE(pPOBOro Mupa
TpeByeT co6moNeHNRs paB Ha HHTEIEKTYATBHYIO COGCTBEHHOCTS.

Tepmumn «uHTENNEKTYaNbHAS COGCTBEHHOCT:» OTHOCHTCA K PA3IHIHEIM TBOPEHHSM
YENI0BEYCCKOro yMa, HaTHHAA ¢ HOBBIX H300peTeHHH B 3HaKOB, 0603HAYAIOIMX COGCTBERHOCTE
Ha MPOAYKTHl H YCIAYr# , M 3aKaHYMBasd KHHraMH, ¢oTorpapuaMH, KHHOQHIEMaMH W
MY3LIKQTbHBIMH [IPOH3BECHUAMH.



ABTOPCKHE IIpaBa ~ 3TO TpaBa Ha HHTEJUIEKTYaTbHYIO COOCTBCHHOCTE Ha POU3BEACHHS
HAYKH, IATEPATYPbl M MCKYCCTBA, ABTOPCKHE I1paBa BEICTYNAIOT B KaUeCTBE rapaTHH TOro, TT0
MHTE/NEKTYANbHBI/TROpUECKHH TPYA aBropa He OyAeT HANpAcHBIM, AACT €My CIpPaBE/UIMBLIC
BO3MOXHOCTH 3apal0TaTh Ha pe3yJLTaTax CBOErO TPyJa, HOMY4HTb H3BECTHOCTS U NPHIHAHKC.
HuxTto Ge3 paspelneHus aBTopa He MOKET BOCTIPOH3BOIHT €10 NPOU3BE/ICHUE, PaCIPOCTPAHATE,
nyGnAYHO JEMOHCTPHPOBaTh, MPOAABaTh, MMIOPTHPOBATH, IIYCXaTh B IIPOKAT, tryGIaHO
HCIIONHATE, TIOKa3bLIBATH/HCIIOMHATE B 2bUpe HIH paMemaTs B FaTepHeTe.

Hcnonp3oBanHe «THPaTCKOTo» IPOrpaMMHOrO o0ecredeHHs MOXKET IPHBECTH K MHOTMM
pUCKAM: OT MOTEPH JIAHHBIX K TBOHM aKKayHTaM N0 GNOKHPOBKE TBOSro yCTpOHCTBa, rAe
YCTAHOBNIGHHEI He JeranpHas nporpaMma. He crouT Taioke 3aGHIBaTh, YTO CYIIECTBYeT
JNeranpHLe B GeCInaTHRE OpOrpaMMBl, KOTOPEIE MOXHO HAliTH B CETH.

O nopmane

CereBHUOK.pd) — TBOM IVIABHEIA COBETIMK B CETH, 3[€Ch THI MOXEIbL Y3HaTh O
6€30MACHOCTH B CETH TOHSTHBIM H JOCTYIHBIM S3LIKOM, 8 OPH BO3HHKHOBEHHH KPHTHYECKOH
cHTyanun ofpaTHTBCA 32 COBETOM. A TaKXke NPUHATh yYaCTHE B KOHKYPCaX H CTATh CAMBIM
HHGPOBEIM rpaXAaHHHOM!



